Build a Mail Appliance

 to Reduce Viruses and Spam

Core Components, Fedora Core 3, Dovecot, fetchmail, 

SpamAssassin and ClamAV

Target: Home and SOHO Business.

Using a suitable system, perform a minimal FC3 install.

Install apt-get from apt.freshrpms.net

apt-get update

apt-get dist-upgrade

apt-get install kernel#2.6.9-1.681_FC3

(optional) Run ntsysv and turn off a bunch of unneeded stuff

Installing SpamAssassin

apt-get install SpamAssassin

Run ntsysv and set SpamAssassin to start

service spamassassin start

apt-get install fetchmail

(Talk about adding pyzor and razor2)

edit procmail.conf

Mine includes:

#***********************************************************

# INCLUDERC=/etc/mail/spamassassin/spamassassin-default.rc

# Uncomment the following 3 lines and use tail -f procmail.log to debug

#LOGFILE=$HOME/procmail.log

#VERBOSE=yes

#LOGABSTRACT=all

# Send all mail through SpamAssassin

:0fw: spamassassin.lock

* < 256000

#| spamassassin

| /usr/bin/spamc

# Mail that is very likely spam (>15) can be dropped on the floor.

# Move the # up one line to save it on the server instead.

# Note that dropping mail on the floor is a *bad*

# idea unless you really, really believe no false positives will

# have a score greater than 15.

# I adjusted to drop 10 and greater into /dev/nul

:0

* ^X-Spam-Level: \*\*\*\*\*\*\*\*\*\*

/dev/null

#almost-certainly-spam

#***********************************************************

Build your users with adduser

adduser -p <localpass> phil

adduser -p <localpass> diana

adduser -p <localpass> shaun

Build a /root/.fetchmailrc file

************************************************************

poll fiberhosting.com

        via mail.fiberhosting.com

        user "admin"

        pass "<remotepass>"

        is phil

        nokeep

        fetchall

        ssl

poll the-oasis.net

        via mail.the-oasis.net

        user "midnight"

        pass "<remotepass>"

        is phil

        nokeep

        fetchall

        ssl

poll hoozgotda.com

        via mail.hoozgotda.com

        user "diana"

        pass "<remotepass>"

        is diana

        nokeep

        fetchall

        ssl

poll bladica.com

        via mail.bladica.com

        user "blade"

        pass "<remotepass>"

        is shaun

        nokeep

        fetchall

        ssl

************************************************************

Add a cron job to run fetchmail

export EDITOR=nano

crontab -e

*/10 * * * * /usr/bin/fetchmail >> /var/log/fetchmail.log 2> /dev/nul

Install Dovecot

apt-get install dovecot

Run ntsysv and set dovecot to autostart.

Change the /etc/dovecot,conf configuration file to turn on the 

# Protocols we want to be serving:

#  imap imaps pop3 pop3s

protocols = imap imaps pop3 pop3s

Start dovecot with:

service dovecot start

Installing ClamAV

Get yum working by importing they GPG key.

rpm --import /usr/share/rhn/RPM-GPG-KEY-fedora

yum update

Add the ClamAV repository:

Go to http://www.clamav.net and click the "Download"-"Binary Packages and Ports" section.

Follow the instructions for FC3 to set up the Yum repository for CrashHat

rpm --import http://crash.fce.vutbr.cz/Petr.Kristof-GPG-KEY

wget http://crash.fce.vutbr.cz/crash-hat.repo

cp crash-hat.repo /etc/yum.repos.d/.

chown root:root /etc/yum.repos.d/crash-hat.repo

chmod 0644 /etc/yum.repos.d/crash-hat.repo

yum install clamav clamav-milter

Run ntsysv to set clamd, clamav-milter and freshclam to autostart.

service clamd start

service clamav-milter start

service freshclam start

Open /etc/mail/sendmail.mc, scroll to the bottom and add: (note the backticks)

INPUT_MAIL_FILTER(`clamav',`S=local:/var/run/clamav/clamav-milter.sock, F=, T=S:4m; R:4m')dnl

define(`confINPUT_MAIL_FILTERS', `clamav')

Close /etc/mail/sendmail.mc

Run:

m4 /etc/mail/sendmail.mc > /etc/mail/sendmail.cf

service sendmail restart

Tips:

There are WebMin modules for FetchMail, SendMail and SpamAssassin. Dovecot and ClamAV are self maintaining.

Adding Bind locally to the system will speed up DNS lookups by SpamAssassin. Don't forget to add nameserver 127.0.0.1 to /etc/resolv.conf.

